538 B 5 W mofF %
2017 45 H

Journal on Communications

doi:10.11959/j.issn.1000-436x.2017100

NMERNFHNRIINENELZRE

RE D, po !, e, FHAY, it FRe
. hEBEEBAE S TS B2 E R E A%, 650 100195; 2. WG RS NS5 R TR Y5, W B 2 453007,
3. P ERE B MR A 0] e A2 e, BT 100049; 4. P42 LT RHOKR A8 (5 TR BE, BRPE 7622 710071)

O TR SN S AR A TR, &G MU SRR R, IR
SMIRREEILE T R A BN E IR, M P METRARLE, NIRRT DR E G IEERE, s vk
I RS 2 A TH ML = RSAR L« %07 RETR E AR IR TEE R AR, BEM R R B2 0 7 R = il
ST NG RAT N, IR RRPIEHECTE SR H 1, A A ERENS A T AR AR BIRR S . e it
FE B P A B 7 5802 2 A A 3 o

KR ML MRS RO ASFH

FESES: TP309.2 CRRFRINAD: A

Cloud outsourcing secret sharing scheme against covert adversaries

ZHANG En'?, GENG Kui', JIN Wei'?, LI Yong-jun', SUN Yun-qing®, LI Feng-hua'?

(1. State Key Laboratory of Information Security, Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100195, China;
2. College of Computer and Information Engineering, Henan Normal University, Xinxiang 453007, China;
3. School of Cyber Security, University of Chinese Academy of Sciences, Beijing 100049, China;

4. School of Telecommunications Engineering, Xidian University, Xi’an 710071, China)

Abstract: In order to make computationally weak cloud tenants can reconstruct a secret with efficiency and fairness, a
cloud outsourcing secret sharing scheme was proposed, which combined cloud outsourcing computation with secret
sharing scheme. In the process of outsourcing secret sharing, cloud tenants just need a small amount of decryption and
validation operations, while outsource expensive cryptographic operations to cloud service provider (CSP). The scheme,
without complex interactive augment or zero-knowledge proof, could detect malicious behaviors of cloud tenants or cloud

service providers. And the scheme was secure against covert adversaries. Finally, every cloud tenant was able to obtain the
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secret fairly and correctly. Security analysis and performance comparison show that scheme is safe and effective.
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